
Web Application Audit

Thorough 
Assessment of 
Web Application 
Security enables 
higher Operational 
Effi ciency 

Web applications are the gatekeepers to 

several business assets: The confi dential-

ity, integrity and availability of the data in 

the application and its backoffi ce systems.

Compromised application security puts all 

of these at risk. As a critical network com-

ponent, a Web application’s security needs 

to be stridently tested.

Nixu Web Application Audit provides a 

Comprehensive Modular Approach to 

Web Application Security Assessment

Web application security leads to a more 

extensive adaptation of the Web-based 

business model, which provides higher 

operational effi ciency. Nixu Web Applica-

tion Audit allows you to accurately assess 

the security requirements of your Web 

application. 

Since each application is unique, we 

modify our test repertoire to each applica-

tion to provide you the most benefi t from 

the Audit. 

Nixu Web Application Audit is a modular 

service product. Depending on your appli-

cation, certain modules may be needed to 

fully assess its security, while others may 

have little value. The overall requirements 

for the Audit are assessed in advance.

As a result of the Audit you receive 

a detailed document reporting what has 

been done, what was found out, and most 

importantly, what can and should be done 

to improve the information security of your 

Web application. 
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Business Benefi ts Technical Highlights

• Added user and customer confi dence 

in the security of the application facili-

tates higher level of business transac-

tions 

• Effective security protects from lost 

business due to compromised data 

confi dentiality, integrity or availability

• The Audit is a preventative main-

tenance activity, providing long term 

returns against a moderate outlay up 

front

• The results can be directly turned into 

relevant security development action 

points for the Web application

• The Audit provides effective Web appli-

cation development and maintenance 

cost control through highlighting the 

most urgent areas of development

Nixu Web Application Audit is based on 

Nixu’s continuously expanding appli-

cation test repertoire. The tools used 

include:

• Web browser

• Proxy tools

• Input handling tools

The resulting end report can be deliv-

ered in a variety of formats.

Nixu Web Application Audit Process

  

The Audit project is started with Information Gathering. Detailed information of the 
system’s functionality is collected.

Session Control is tested to see how the application connects separate requests into 
a session. This includes attempts to modify session information to gain access to the 
application in an unauthorized manner.

With Data Flow tests we try intentionally disrupt the logical sequence of the application’s 
data fl ow, and attempt to manipulate it. 

The Input Handling tests are used for evaluating how the application handles unex-
pected user input that may cause problematic error situations. 

Nixu’s security experts analyze the colleted data and write the Report that includes 
actions taken as well as recommendations. The report is delivered to the customer.

Optionally, we can provide additional Verifi cation tests to evaluate and verify the correc-
tions made to the application. The extent of these is agreed upon separately. 

Authentication is tested to see how the Web application handles user identifi cation 
and authorization.
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